BlueCoat ProxySG CPU Utilizat

created bv: Raine

This document describes the necessary steps to have NetVoyant polling a BlueCoat ProxySG, collecting data
and provide reporting. The Goal is o get Memory Utilization into NetQoS NetVoyant. I did use S60S
5.5.3.1, NetQoS NetVoyant 7.1.21 & NetQoS Performance Center 6.1.158

Configure BlueCoat Proxy to enable SNMP Access

Under MAINTENANCE -> SNMP you can enable different or all Versions and redefine Communities.

SNMP General | SMMPy1-vZe Communities | SMMPy1-w2e Traps | SHNMPYE Users | SNMPy3 Traps |
Protocals

[+ Enable SMMPw1 [¥ Enablz SMMPw2c [~ Enable SMMPw3

There is one disabled SNMP listener defined by default on the BlueCoat ProxySG, which you can delete or
enable, as heeded. You can even secure, what IP Addresses are allowed to contact the device

You can also add additional SNMP services and listeners. Although you can configure traps and informs to go
out if all the SNMP listeners are deleted or disabled, configuring SNMP listeners sets up the UDP ports the
ProxySG uses to listen for SNMP commands. The service ports set up for /isteningto SNMP requests are
independent of the trap or inform addresses and ports specified for sending traps.

Statistics Configuration Health: [n]’4

@ General 1= Management Services |
Identification
Clock Mame Service Froxy IP Fort Enabled
Archive HTTPS-Consale HTTPS Console <all= S05Z

@ Network 55H-Console 55H Consale <Al 2z

[

@ ADN HTTP-Cansole HTTP Cansale <Al 081
@ Services

» Management Serwces*)
@ Pro T

@ SSL

@ Proxy Settings
@ Bandwidth Mgmt. — New | [ Edit | Delete |
@ Content Filtering
@ Authentication Preview | Apply | Revert | Help |
@ External Services EUnsaved changes, press "Apply" to save changes

You need to enable SNMP under SERVICES -> MANGEMENT SERVICES. After enabling SNMP, NetVoyant is
able to contact this BlueCoat Proxy via SNMP

successt x|

@ response For syshame request: SG-PRIVATE
Discovery has begun.

DISCLAIMER

This Technical Tip or TechNote is provided as information only. I cannot make any guarantee, either explicit or implied,
each Vendor for further information or support.

Although I believe the information provided in this document to be accurate af the fime of writing, I reserve the right
and without notice. This technote has been created after studying the material and / or practical evaluation by myself.
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For NetVoyant to poll and transform data from a MIB that is currently not configured, three main steps
must be performed:

e The MIB must be compiled - this gives NetVoyant the definition of the MIB, where to find particular
pieces of data, what data-type the data uses, and so on.

® At least on Dataset must be created - the Datasets actually tell NetVoyant what to poll, how to
mathematically or logically tfransform the data, and also contains other configuration information
about the polling of the MIB

® At least one View must be created - The Views are the graphs and tables that display the data in the
web GUI. Without the Views, NetVoyant will collect the data but have no way of displaying it.

Compiling the MIB

I have downloaded the complete set of MIBs for the current version; I'm running on my private ProxySG.
Private MIBs can usually be obtained from the manufacturer, in this case directly from BlueCoat.

Efficiency Device l
rIdentification rStatistics
Appliance Mame:  ProxySG-210 CPU Utilization: 2o
IP Address: 192, 168.10.151 Memnry Utilization: 41%: “

Serial Number: i S Concurrent Users: 3 _

Software Version: 5G 5.5.3.1 ADN: Disablad

Release ID: 46382 ProscyClient: Client Manager Disabled

I do have a couple of private MIBs and I need to figure out what MIB to be used and where dependencies
are related

Mame . Type Size

|| BLUECOAT-MIB Text Document 3KB
| BLUECOAT-5G-ATTACK-MIB Text Docurnent SKB
| BLUECOAT-5G-DISK-MIB Text Docurnent TEB
| BLUECOAT-5G-HEALTHCHECK-MIB Text Documnent KB
| BLUECOAT-5G-HEALTHMONITOR-MIB Text Docurnent KB
|| BLUECOAT-5G-POLICY-MIB Text Document 3KB
| BLUECOAT-5G-PROXY-MIB Text Document 25 KB
| BLUECOAT-5G-5EMS0R-MIB Text Docurnent 10 KB
| BLUECOAT-5G-USAGE-MIB Text Document 6 KB
| BLUECOAT-5G-WCCP-MIB Text Docurnent 6 KB
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Inorder to know if the MIB contains the objects desired, it must be inspected. The BLUECOAT-SG-PROXY-
MIB has the object needed for the CPU utilization.

sgProxyCpuBusyPerCent OBJECT-TYPE

SYNTAX Gauge32

UNITS "Percentage"

MAX-ACCESS read-only

STATUS current

DESCRIPTION "The busy CPU time as a percentage, averaged over

one minute."
::= { sgProxyCpu 7 }

Also, not to forget the check IMPORTS as well, to satisfy dependencies.

BLUECOAT-SG-PROXY-MIB DEFINITIONS ::= BEGIN

IMPORTS
MODULE-IDENTITY, OBJECT-TYPE, Counter64, Gauge32
FROM SNMPv2-SMI
DisplayString
FROM SNMPv2-TC
blueCoatMgmt
FROM BLUECOAT-MIB;

From the IMPORTS, I see that BLUECOAT-MIB needs to be compiled as well. Compile the MIB by clicking
FILE -> NEW -> MIB in the NetVoyant console. Add the MIB and any dependencies. SNMPv2-SMI and
SNMPv3-TC is already loaded (to be verified at the MIB view). Only BLUECOAT-MIB as a dependency will
need to be added.

-loix]

MIE Source Files: Ok, |

COMIENS G4 _MIBSbluecoat'BLUECOAT-MIE fxd
MBS GES4 MBS bluecoat' BLUECOAT-SG-PROXY -MIE 1t

Cancel

d

Remave

Raze

Lowyer

[ e
[
|

Help

Next, click on OK and have the compiler doing it's job. You should see the new MIBs added at the end of the
tree. If you get this error, than you added MIBs in the wrong order. First always add the dependencies!
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Eror x|
Unable ko campile MIB: (C:\MIB\SG54_MIBS | bluecoat\BLUECOMT-5G-PRORY-MIE, bxt):
[A3M1] Referenced MIB missing: 'BLUECOAT-MIE'
[ASN1] Unresolved walue reference : blueCoatMamt
-l

File Edit Wew Logs Tools Help
B/t w7

— e [
OLD_CISCO_SYS_MB |
CIEC0_MEMORY _PCOOL_MIE NetQ o S
CISCO_STACK_ME e, B -
HOST_RESOURCES_MIB

CISCO_FRAME_RELAY _MIE
HCMUM_TC

HEC_RMON_MIE
CISCO_CONFIG_COPY _MIB MIBs
SHMP_FRAMEWORK_MIB
P_BRIDGE_MIE
Gr_BRIDGE_MIE This list displays MIB MODULES that have been loaded into the server.
CIS00_CLASS _BASED_QOS_ME
CISC0_MEAR_PROTOCOL_DISCOVERY _MIE Adding Custom MIBs [Professional Version)
MN&reporter _MIE
MN&superdgent_ME
CISCO_RTTMON_MIB
PACHETEER_MIB
ElLma Rl
BLUECOAT_ME
BLUECOAT_SG_PROXY_MIB

Grod i 3

Additional MIBs can be loaded using the File-=MNew->MIB menu item. Thiz dizplays a file dialog
that allows you to select the MIB file(s) to be loaded. The MIE file isthen compiled into the sener.

Copyright & 1999 - 2008 MetQof, Inc.

Ll

When done, you could do a RAW Poll using the integrated MIB Browser. The return is 4 % - Remember the
Object-Type?

sgProxyCpuBusyPerCent OBJECT-TYPE

SYNTAX Gauge32

UNITS "Percentage"

MAX-ACCESS read-only

STATUS current

DESCRIPTION "The busy CPU time as a percentage, averaged over

one minute."
:= { sgProxyCpu 7 }

EJBLUECOAT_SG_PROXY_MIB.sgProxyCpu =10 x|

Data Help

|F‘|:|Iling Interval (sec): F 3: | . g ’ E ams

| BuzyPerCent |
1 4

57
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Creating a Dataset

To create a Dataset, NetVoyant has a Wizard to help you. Click on FILE -> NEW -> DATASET and the
Wizard starts.

o
:-Data Set Wizard

About the Dataset

Wizard Using the Dataset Wizard

Use the Dataset Wizard to
create new datasets for
collecting data from custom
MIB= and polling parameters.

Ifyou want to add functionality to the NetWovant product by compiling additional MIEs, you must
also create custom datasets in the Metvoyant Console based on the MIB tables from which you
wantto gather data. You can create a new dataset using the Dataset'\Wizard.

The DatasetWizard streamlines the process of configuring the basic properties of a custom
dataget. It also enables you to add expressions upon which the Metvoyant reporting tool
generates reports for the dataset The DatasetWizard also enables you to change the frequency
far polling and ralling up data for the new dataset

For mare information on how to use the Dataset Wizard see the NetVoyant Help, availahle from
the Help menu.

g~ |Naxl= concel |

Choose the desired MIB Table. This will be needed to create the dataset. In this case, I have used
BLUECOAT_SG_PROXY_MIB
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1=
Selecting a MIB for a
MIE MODLILES |
Custom Dataset BRIDGE_MID ;I
REDPOINT_MIE
AManagement METWOTANT_WIE
Information Base (MIB) is SMMPOL_SCHEMA
a file that describes types ClEco_sMi
of data that SKMP pollers clsco_Tc
{like Netvoyant) can gather CISCO_HSRP_MIE
frorm devices using SHMP. OLD_CISCO_SYS_MIB
Netvoyant recognizes CISCO_MEMORY_POOL_MIB
many MIBs at installation. CISCO_STACK_MIE
However, if you want HOST_RESOURCES_MIE
Metvoyant to recognize 3 CISCO_FRAME_RELAY_MIE
new type of SHMP data, HCMUM_TC
you can compile additional HC_RMON_MIE
MIES inta Netvoyant. CISCO_CONFIG_COPY_MIB
SMNMP_FRAMEVWORK_MIE
Metvoyant organizes the P_BRIDGE_MIE
data that it collects from Q_BRIDGE_MIB
wour managed devices CISCO_CLASS_BASED_QOS_MIB
;ﬁ\”};‘:{'ﬁ”ﬁt‘:Dfrae‘;f:éséach 1|l |c1zco_NBAR _PROTOCOL DISCOVERY MIE
. Mreparter_MIB
g:?ﬂ?{m'?;gb'e NGSUpEtAZEnt_MIB
Metvoyant stares any data SEACO*RTDM?NIME MIB
that it gathers from a MIE nomayeteclorirap_|
table in a poll tasle in the BLUECOAT_MIB |
correlated dataset =
Al Help
Foryour custom dataset,
select one ofthe LI
= Back | i Mext = I Cancel
Click on Next and fill in some information.
~Data Set
Configuring a Custom Ic imin
Dataset D P
Description: IProxy S CPU Utilibzation
Enterthe parameters in the Model: I
Configuration Wizard to configure . -
bazic parameters for a datazet Poll Event Severicy: IMlnor - I
such asthe description of the
dataset. vou can alse enable or Pall Event Category: IThVEShUld - I
dizable discowens for a dataset
and configure how the MetWoyant Data Yalidation Severity: IWarning - I
product names poll instances in a
datazet Polling Motification Limit: 1 :
From the list of MIE Tables at the I l
bottom of the Dataset Wifizard, Ata-Enable Rule: Always
select the MIB table upan which . lj
you want to baze this dataset. Discovery Rule: Al >
MetWoyant gathers data for this .
dataset fram this MIB table on Starage Requirement: |
dewi that it the MIB
evices that supportihe Pall Instance Mame: I
table.
Pall Instance Description: |
Pall Instance Expiration (days): EB 3:
MIE Tables
BLUECOAT_SG_PRORY_MIE, sgProxyConfig re
E I
BLIECOAT_SG_PRONY_MIB.sgProxyCache
BELUECOAT_SG_PROXY_MIB. sgProxyMernory
BLUECOAT_SG_PROMY_MIE, sgProxyHttpClient
ELUECOAT_SG_PROXY_MIB, sgProxyHEpServer
BLUECOAT_SG_PROKY_MIB, sgProxyHtEpConnections
RILIECTAT S DD PTR calvaswHRbAD acmnncaTirme j
% Back | Mext = | Cancel |
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Click on NEXT and then on ADD Highlight the OID (sgProxyCpuBusyPerCent) and double click
Add Expression
Name:  [cpulmin OIDs | SYNTAN |
Description: =gProxyCpuBusyPerCent sgProyCpulp Tirme: Countersd
sgProxyCpuBusy Time: Countertd
sgProvyCpuldleTime Counterg4
sgProxyCpulpTimesSin. .. Countertd
sgProxyCpuBusy Time, ., Countertd
Operatars: sgProeyCpuldleTimesi,.. Countersd
+ - * ! [ ) = B
= < B= o= AND OR sgProxyCpuldlePerCent  Gauge3z
IF THEM ELSE TAINI TMAR] BASELIMEL
THRESHOLDY WALUES WEIGHTY,
Advanced ==

Expression Definition:

sgProxyCpubBusyPerient

(o] 4 I Clear | Cancel Apply | Help |

Click on the Advanced button

] Add Expression x|
Mame:  [oputmin oDz | SYNTAX |
(T e ————— soProxyCpullpTime  Counter6é
lsoProxyCpuBusyTime  Counter6s
FgProxyCpulpTimesin... CounterSd Q E:-cpressmn Dptll:lns —I
A FgProxyCpuBusyTime... CounterSd
+ : = , i ) lsgProxyCpuldieTimeSi.. Counteréd ™ Mirimum
= = AND OR f
z = > = v Maiirurn
IF THERN ELSE MING MAX( ESELINEC
WEIGHT( [~ Bwerage
> _
Advanced =~ » [T Standard Dewviation
Expression Defintion
SaTTonipubusyPerCent I™ Coefficient of Variation
[ Percentils |95

[0 ] e | coost | oomy | reo | ok_|_cancal |

This will finish the Expression to the dataset.

Expressions for Dataset: cpulmin

Mame I Expression
cpu min sgProxyCpuBusyPerCent

Next, we need to define the frequency for that polling. Click on Next and Add

Switch 37000 PnEreEn, Net®oS.
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zl

Matne: U trin

Description: ProxySG CPU Lhilization

Folling Interval: 15 Mins |

Rollup Interval: 1 Hour |

Foll Instances: ' Enable on Dizcavery ' Enable Mdanually

Pall Enabled: I

Foll Concurrency % (0-100): E 3:
Ok I Cancel | Help |

You can accept the default values or change on your specific requirements.

Pall Group List

Paolling groups for dataset: cpulmin

That's it for the dataset
Click on YES

Now you will want to test

Matne Palling Intetwal I Avto-enakle PI Palling Enakled IF‘u:uIIing CORnCLEE... Rollups
25 cpuimin 3 15 Mins [ v i 1 Hour

creation. You will be asked at the end, if you want to enable polling for this dataset.

discovery and support of your new dataset. To do this, you will need to go back to

the Group tab, select a target device, right click on the device and select Rediscover.

Before new dataset

After new dataset

%I_g Netayant
- Devices
1 Bandwidth Managerment

] Filer
] Firewwallz

Avaikability
Reachability
Interfaces

] Servers
] Switches
] Warkstations

] Metweorks

%I_E;Netvwam
= Devices
] Bandwidth Managemert
(1 Filer
] Firewvalls
] Hubs
Metwark Termination
] Cther
] Printers
] Probes
0 Procey
=83 Prooysc-210
Ayailakility
Reachability
Interfaces
CPU Litilization

Cut

Copy
Paste

Chrl4-%
Chrl4C

Remoyve from Group

Delete Delete

Management LRL ...

Telmet ...

Change Classification ...

MIE Browser ...

PingiTraceroute ...

Help
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Creating a View

NetVoyant's Custom View Editor allows you o create new views and to edit existing views. While most
NetVoyant views are editable with the Custom View Editor, there are some, such as the gauge style views,
that are not editable. Under the Reports tab, double click on the default report context displayed

=lojx|

Fie Edi biew Llogs Took Help
||S ¢ mm|]?]

ra / Netvoyant Details | Alarms Reports |:usmrmza

=[] Devices

Report Links

0 y

=83 Proxysc.210
@ avsilabilty
[ Reachabilty
@ Irterfaces

=B ProxySt CPU Uilization
51

{4
-] Metwiorks

Display ... | Reload ﬂl

.Gmup Config | MIBs | Services

This will open the new Report Template of ProxySG CPU Utilitzation.

/2 Net¥ovant: ProxkySG CPU Utilization - Windows Internet Explorer

e
1S A IE, http: firafnyfdef ault, aspx?pg=63601&DevicelD=12&GroupPath=":2FDevices% 2FProxy &Polinst ID=372

Fle Edt Yew Favortes Toos Help

T:? "'ﬁ @Nat\u‘ﬂyant: ProsxySG CPU Ltilization

NPC | Help Support | About | Sign Out nvadmin

ProxySG CPU Utilization Capacity Planning Operations

Service Level Reporting

My Pages Management

ProxySG CPU Utilization
ProxySG CPU Utilization: 192.168.10.151
4 Hour: 11 Dec 2009 13:07 - 14:07 CET »

|
[pone [ T [ | Hiocalintranet 0% vy

If you click on the orange arrow on the right corner,
you will get the option to create a new view

IL5|5t hour |vl¥
) Edit Page
5] Add Page

5| Create New View

4 auto Refresh (O
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This will start the Custom View Wizard

£ Custom Yiew Wizard - Windows Internet Explorer

& | http:finy. bemsel home nv/ReportWizard, aspx?IsAdd=1&PagelD=63301&FolinstID=1309&DevicelD=7 hd
Eile Edit Wiew Favorites Tools Help
Hame and Type
O] ©) ® ® ®
Custom View Wizard Step 1: Choose Name and Type Mext
View Name:

IDE(aHEd Proxy SG CPU Statistics

Proxy SG CPU Utilitzation View Types:

Def Tren
Detail View - Calendar

View Description:
This view displays detailed values for a specific poll instance as & time-sequence =]

View Category (displayed when editing pages):
Custom Views -

Plext

d |_>ILI

[T 3 nteme [Hw00w - 4

Type a View Name, choose a View Type, choose a Category or leave default and click on Next
At Step 2, you define the Style and the Options

/= Custom Yiew Wizard - Windows Internet Explorer Ji =]

Fle Edt Yew Favortes Tooks Help

Style and Options
o 16 ©) ® ®
Custom View Wizard Step 2: Style And Options Back MNext
"XAXiS
|zl Tite:
€ Line Y-Auis
I | Ttle: CPU Util (%)
Autufscale:lﬁercent (%. Thousand %, ...} j
© Bar chart From: To:
MII I 2nd Y-audis
€ Stacked Bar Chart
\ Footer:
g |Resa\ut\on {Resolution} |Reso\ut\on j
& Stacked Area Chart
© Table
Back Next
gl | _"_I

[pone [ [ [ [ [ [N3tocalintranet S
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You could add a title for the X-Axis and Y-Axis. I only added CPU Uti/ (%) for the Y-Axis and Percent for
the Auto-Scale. I also added a Footer called “Reso/ution:”and chosen Resolution from the Pull-Down Menue

Click on Next and select the previously created dataset ProxySG CPU Utilitzation (cpulmin)

/2 Custom ¥iew Wizard - Windows Internet Explorer ) =]

File Edt View Fovortes Tooks  Help

Metrics
L) 2] O] ® ®
Custom View Wizard Step 3: Select Metrics Back Next

Metrics:

Host Resource Device Table (hrdevice) 2| Metrics Name:
Host Resource Processor Table (hrprocessor) coutmin

Host Resource Software Performance (hrswrun)
Host Resource Storage (hrstorage)

Interface Statistics (ifstats)

IPSLA HTTP Statistics (rithttp) Metrics Mib Tables:

IPSLA Jitter Statistics (rttjitter) BLUECOAT_SG_PROXY_MIB.sgProxyCpu
IPSLA Statistics (rtstats)

Protocol Distribution (NBAR] (nbarstats)
Protocol Distribution (RMON2) (protodist

Metrics Description:
ProxySG CPU Utilization (cputmin)

QoS Class Map Statistics (qosclass

QoS IP Header Compression Statistics (gosiphc)
QoS Match Statistics (gosmatch)

QoS Police Color Statistics (qoscolor)

QoS Police Statistics (qospolice)

QoS Queueing Statistics (qosqueus)

QoS Random Early Detect Statistics (gosred)

QoS SET Statistics (qosset)

QoS Traffic Shaping Statistics (qosts)

Reachability Statistics (reach) ||
IPSLA Combined Statistics (rttstats rtjitter rtthttp) = |

Back Next

|

[T [ [ [ [ [SJiocalintranet 0% - g

Click on Next
In Step 4, Data Expressions and Settings are required. Click on Add
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/£~ Custom ¥iew Wizard - Windows Internet Explorer . =1a] x|

File Edit Wew Faworites Tools  Help

|
Data / Expressions
—~
& 0 o ® ®
Custom View Wizard Step 4: Data Exprassions and Settings Back Mext
Expressions
Name Expression Aftribute
agg | Raise | Lower
Show Baseline (hourly/daily) and Projection (weekly and greater):
O Dieplay Baseline/Projection for last Expression
3 Add Expression — Webpage Dialog ﬂ
Add Expression
Expression: | IChoose an expression... j
Dizplay Name: I
Hidden: (m} Typically used for ordering on a nen-digplayatle field, such as the total of infout volume.
H EEENE
I |
L ] ]
aK Cancel
‘http:Hrap’nw’JavaScnptsIFramEWrapper.aspx?urI=,|’r|vfanidgetsp’PuI\erfEdiUExpressiunDialog ‘\j Local intranet
1 | &l
[Reportifizard.aspxlshdd=16PagelD=636016PalinstiD=37280 | | | | | [NJLocalintranet [®100% -~ 4

cpulmin should be the choice in this example. You leave the display name or change it with a different name

g Add Erpression -- Webpage Dialog ll
Add Expression

Expression: Icpu1min Icpu1min j

Display Mame: Ichl1min

Hidden: ™ Typically used for ordering on a nen-displayable fisld, such as the total of infout volume.

B EEEN
mm m
[ I ] ]|

cancer_|

|http:,l’,l’ra,l’nv,l’JavaScripts,l’FrameWrapper.aspx?url=,|’nv,l’anidgets,l’PoIIer,l’Edit,l’ExpressionDiang |\:§ Local intranet |

Expressions

Name Expression Color

o cpuimin

Add I Change I Remove I Raize | Lower

Finally you the option to review. Click on Save and you are done
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Final View

Proxy SG CPU Utilitzation

Proxy S5G CPU Utilitzation: 192.168.10.151
4 Hour: 10 Jan 2011 20046 - 21:46 CET b

x Detailed Proxy SG CPU Statistics

Procey SG CPU WHiltzation: 19216810151

cpuimin

= 3o
O

CPU Util (%)
s

\

page 13 of 13

10 Jan 2011 20046 - 21:48 CET

T T T
2045 2100 21158 21:30

[ sLUECOAT_SG_PROXY_MIB.sgProxyCpu
Data Help

T
21:45

=0l x|

|F‘|:|Iling Interval (sec):|1 ﬁ | . g ’ @ mun | % [? |

|Bu3yPerCerft |
1 4

If you want to get the view intfo NetQoS Performance Center, please request NPC Integration Setup Files

from CA Support.
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