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The purpose of this document is to outline the steps for setting up Packet Cloning in CA[NetQoS Reporter
Analyzer (version 9.1 SP1). During my study to compare another Netflow collecting device with Reporter

Analyzer, T wanted to forward Netflow data from my primary collector to another device. Flow cloning can
be used to leverage other tools without sending flow to two destinations from the router. This idea is even

worse, when having a remote location router sending to more than one destination. That's why packet cloning
is a nice handy feature.

@ Netflow v5 ... Cloned Netflow
NetQoS
ReporterAnalyzer
192.168.10.254 192.168.10.72 192.168.10.79

SIMPLE RECIPE

1. First, create the file FlowCloneDef.ini in D:NetQoS\Netflow\bin using Notepad. The first line of
the INI file must either be:

/use defaults; take default setup (use first available NIC to send flows on UDP 9995)
OR

/port=9994; (Use and change this to modify the port flow data is exported on ...
|port= must be on the first line of the .ini file)
Note: Port number is a global setting. You cannot use different port nhumbers

2. The subsequent lines should contain the destinations:

/dest ip=192.168.0.146 ; send cloned packets to 192.168.10.79
/dest ip=192.168.0.144 ; send cloned packets to 192.168.10.2

3. Save the file and close.

4. Next, edit the Harvester database with these commands (in a cmd prompt on the Harvester
server):

C:> mysgl harvester

mysgl> update parameter_descriptions set defaultvalue='Y' where parameter='EnableFlowCloner';
mysqgl> exit

5. Finally restart the NetQoS Harvester service to initiate flow export.

DISCLAIMER

This Technical Tip or TechNote is provided as information only. I cannot make any guarantee, either explicit or
each Vendor for further information or support.

Although I elieve the information provided in this document to be accurate at the time of writing, I reserve the rig
and without notice. This technote has been created after studying the material and / or practical evaluation By
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Finally, here's my practical follow through.
Given following scenario to configure
Cloned Netflow o
Netflow v5 < v / 192.168.10.79
@—> @NQS;; Advanded Expert Probe (Network Instruments)

- V ReporterAnalyzer

192.168.10.254 192.168.10.72 \ !?Xb

192.168.10.2
Notebook (Analogx Port Monitor)

Step 1 - Set up Filter for Packet Monitor on Notebook to see incoming netflow data

This will show immediate changes, when switching on Packet Cloning on Reporter Analyzer. I'll have my
notebook ready to receive packets.

To download this freeware, go to: http://www.analogx.com/contents/download/Network/pmon/Freeware htm

To create a filter to display only UDP 9995

Click on Rules -> Edit Active Rules

% AnalogX PacketMon (www.analogx.com) - |EI|5|
File Rules Help
itus
I B |
L %
D\ | Time | F . Estport|  Size | Rule
\ Alwayps on Top Minimize to Tray AutoNew on Start
Disabled | Disabled | Erabled
Packet Recycling Packet Limit MNetwork Interface
| Enatled Jo 19216010,
Chase new packets  Disable Display Resolve IF to name
Disabled | Disabled | Disabled |
Stizam to file
ol |
[l 1+
i
PACKETEER
WITC ' etWwov.
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Create New Group - you may want to give it a hew description as well

eaitraie_ x|

- General

ICapture only packets that match... j De:

SCIiption

- Mew Rule Group

INew Fiule Group
Apply rule to the following field

E

Header Contents j

G

On success Match required

oLp processing

I Stop [pass] j IAII j

- Mumeric test

ol |== - |
~ String test

i Icunlains j
r~ Binary test

e == oteer |

—k. Hew Grnupl Mew Rule | Delete |

Load | Reset | Save | EI

Create New Filter Rule

edtrale x|

IEapture only packets that match... j

General
Deszcription

[=1- Rule 3335

.. Mew Filter Rule

2—N

INew Filter Rule
Apply rule ta the following field
IF'rotoc:oI Header Dest Port j

— Group processing

On success Match required

I Stop [pazz] j IAII j

3—n

r~ Mumeric test

& [ =] [+

r— String test

e I containg j

~ Binary test

C |== | fosetl
|

1 _N\eu&auil Mew Rule | Delete |

Load | Reset | Save |
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Click on Start
il
File Rules Help
[Packet monitor active... E‘[E) Pause |

D | Time | Protocol | Source IP Source Port | Dest P | PDnl Sizel Rule

8 packets
seen, none on
9995

4| [ ]

A

Note: Make sure that your Windows Firewall is open for UDP 9995
Step 2 - Configure Reporter Analyzer to clone packets and forwarding them to the destinations

Verify path of NFFlowCloneEngine.dll - you may want to run a search and make a note of the folder
Mame | In Folder | Size | Type | Date Modified | Attributes |
| @ENFFIDWCIDneEngine.dII i Di\NetQoSiMNetflow\bin 24 KB Application Extension  374/2011 5:03 PM A

Create a file named FlowCloneDef.ini in the same directory where the NFFlowCloneEngine.dll is located
B FlowCloneDef.ini - Notepad (- [O] x|
File Edit Format View Help

suse defaults ;l
Sdest i1p=192.168.10.79
/dest ip=192.168.10.2

-

A4 H oz

Run following SQL Command to enable the feature
mysgl harvester

update parameter_descriptions set defaultvalue='Y' where parameter='EnableFlowCloner';
exit

Restart Harvester Service

C:\Documents and Settings\Administrator>net stop "NetQoS Harvester"
The NetQoS Harvester service was stopped successfully.

C:\Documents and Settings\Administrator>net start "NetQoS Harvester"
The NetQoS Harvester service is starting.

The NetQoS Harvester service was started successfully.

You should see incoming packets in a few moments after restarting Harvester Service on the notebook
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g [
Fil=  Rules Help
Status
|7Packei monitor active.. 1 (971} Stop | Pause |
D | Time [ Protocal | Source P [ Source Port [ Dest P DestPort|  Size| Rule |
1 00:02:03:50:608  UDP 192,168.10.254 10000 192.168.10.2 9995 388 Rule 9995
2 00:02:04:04:600 UDP 192 168.10.254 10000 192163102 9995 436 Rule 9995
3 :872 UDP 192.168.10.254 10000 192.168.10.2 9995 1108 Rule 9995
4 uop 192.168.10.254 10000 192.168.10.2 9995 340 Rule 9995
5 uop 192 168.10.254 10000 192163102 9995 388 Rule 9995
3 uop 192.168.10.254 10000 192.168.10.2 9995 1248 Rule 9995
7 uop 192.168.10.254 10000 192.168.10.2 9995 148 Rule 9995
8 uop 192 168.10.254 10000 192163102 9995 340 Rule 9995
9 uop 192.168.10.254 10000 192.168.10.2 9995 244 Rule 9995
10 uop 192.168.10.254 10000 192.168.10.2 9995 484 Rule 9995
1 00:02:06:15:613 UDP 192 168.10.254 10000 192163102 9995 . Rule 9995
“

To verify, if Packet Cloning has been switched on simply run following SQL Query (a handy command for
troubleshooting - DefaultValue switched to "Y" means on)

ommand Prompt - mysgl harvester

-
i~ :“\Documents and Settingshadministratorsmysql harvester
i A

elcome to the MySQL monitor. Commands end with ; or “ag.
our MySQL connection id is 4779 . L .
Serwver wersion: 5.1.45-enterprise-commercial-advanced MySQL Enterprise Server - Advanced Edition (Conmerciall)

Type 'help;' or '"“h' for help. Type '“c' to clear the current input statement.

mysgl> select * from parameter_descriptions where parameter='EnableFlowCloner';

| Parameter | Lewel | Type | Defaultwalue | Description | Lahel |

| EnableFlowCloner | System | string | ¥ | Indicates whether the flow cloner is to be enabled. walid walues are '¥' or 'M'. | Enable Flow Cloner |

1 row in set {0.00 sec)

mysgls

For lab usage, you may want o create two Batch-Files, where you can easily switch on or off.

EnableFlowClone.CMD

mysgl -D harvester -e "update parameter_descriptions set defaultvalue='y' where
parameter='EnableFlowCloner'"

net stop "NetQoS Harvester"

net start "NetQoS Harvester"

DisableFlowClone.CMD

mysgl -D harvester -e "update parameter_descriptions set defaultvalue='n' where
parameter="'EnableFlowCloner'"

net stop "NetQoS Harvester"

net start "NetQoS Harvester"

In Reporter Analyzer Documentation, there are a few more options being mentioned, what can be done with
Netflow Cloning. Consider to have a look, because it also outlines the limitations.

If you are interested in how to configure Network Instruments Advanced Expert Probe to become a
NetFlow Collector, go to my website under the section Network Instruments.

CERTIFIED sw"‘ ' QNQLQOS.

. XYLAN CERTIFIED SWITCH EXPERT

c UB E Cetified Instructor OOD CompTlA@ Blueacoaf ."EmnnKﬁ

Security+™ Certified WAN ACCELERATION PROFESSIONAL |HSTRUHE"T$

Certified

N
ENGINEERSM




