Setup Cal

created bv:

This documents describes the basic steps to install Caligare Netflow on Debian GNU/Linux to receive
Netflow-5 Data from PacketShaper. Caligare provides a 30-daysTrial version, which is fully functional. At
the end of this document, I've attached some reports.

Connect to Caligare Website http://www.caligare.com/netflow/download.php , where you can download the
iso-image and request a trial key.

A) Download iso-netflow-3.2.4.iso and burn it onto a CD.
B) Request a License Key fro the Trial Version

) Download Netflow Software i Caligare Flow Inspector - Mozilla Firefox o ] (4
File Edit Mew Go Bookmarks Tools Help

G@- &0 Q) [~ s Hoelc

’ Getting Started El Latest Headlines

" aligare

ARTICLES PRODUCTS RDER DOWNLOAD ABOUT U

/ SUPPORT

| — ® WNETFLOW SOFTWARE - DOWNLOAD

'l
I l: Tj' In order to use CFI netfiow products you wil need to obtain a valid icense key which we wil generate and send you via
e-mail.
Click on REQUEST LICENSE KEY link to obtain TRIAL WERSION license key. If you have any questions, please do not
hesitate to contact us.

Install
netflow 3.2.4 i386.deb Debian (DEB) installer 8MB Dec 06 2005
netflow-3.2.4-1.i386.rpm RedHat, Fedora, SUSE (RPM) installer 8MB Dec 06 2005
- R Il B T S Eey T ek LR L TR Ry o e "L
Documentation
netflow-3.2.4.pdf Full product docurnentation L9 ME Dec 05 2005
IS0-CD Image
iso-netlow-3.2.4.i50 ISO-CD self installation (*) 120 MEB  Dec 06 2005 -

Diane

DISCAINER

This Technicel Tip e TechNiore is previded o8 information enly. | connot make ony gusrontee, either
each Vendor for further information or suppert.

Althougsh I believe the infarmation prowded i this document fo be aceurate of the time of writing,
and withou? natice. This fechnote has been created affer studying the materfal and / or prochical




Setup Caligare Netflow with PacketShaper
page 2 of 7

C) Wait for the Email providing the License Key.

¥ Caligare - trial version key request - Message (Plain Text) = | Ellll

J File Edit Wew Insert Format Tools Actions Help |
Jﬁdgeply | 54 Reply to Al | 8 Forward |§ | v ||B * | *> - - A=| @) .

From: Caligare [caligare@caligare. com] Sent: Sun 12/11f2005 11:10 AM
To: Rainer Bemsel

o

Subject:  Caligare - trial version key request

Thank you for inguiring sbout our product. Tou can download our ;I
product from URL:
http://www.caligare. com/necflow/ download. phyp

License owner: TRILL
License key: DEMNEESMEGuBaams i

License key is walid 30 days.

In the attachment you can find full product documentation.
Please, fill up our feedback form -

http://www. caligare. com/ netflow/ feedback. php

D) Start Installation

1.
2.

Boot from CD

The installation script will perform all necessary steps, and only a few inputs are required

- It will create partitions

- It will create EXT3 file-system

- It will create a swap file system

- It will mount target device

- It will extract the image

- It will copy the netflow software

- It will set up the boot loader

- It will ask for a hosthame

- It will set the time zone

- It will ask to set a UNIX password (for root account)

Remove the CD and reboot the system

After rebooting, you have some more information to be put it

- Choose of DHCP or Static -> T suggest to run a static address to make sure, that netflow data will
be received throughout the whole trial period.6

- Now, you need the information from the email for License Owner, and the License Key itself

The Netflow daemon nfcd will stop and restart.

Open a web browser from another PC and connect to the IP address of the Netflow Collector.

Username:
Password:

Authenticate

TRIAL wersion
Caligare 2003-2003 varsion 3.2.4

If you see the login screen - you are done with the first main step. Username: admin, Password nfadmin
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E) Synchronize Time

In order to have Netflow Sender and Netflow Receiver in time sync, I recommend to synchronizing date
and time first, before adding any collectors or enable Netflow-5 at the sender side.

Note: 192.168.10.234 is hosting my local time server

Caligare-Server: ~#

Caligare-Server: ~# ntpdate 192.168.10.234

11 Dec 18:27:46 ntpdate [2816]: adjust time server 192.168.10.234 offset -0.131451 sec
Caligare-Server: ~#

If you use Caligare Netflow as a permanent collector, it would make sense to install an NTP-Client, which
does periodically time synchronization.

F) Configure PacketShaper for Netflow-5 Delivery

Connect to PacketShaper, click on SETUP Tab and choose FLOW DETAIL RECORDS page. Netflow will
send packets by default on port 2055/UDP to the collector.
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G) Set up Collector in Caligare
- Connect to Caligare with the Web User Interface

Username:l
- Logon with admin (password: nfadmin) Password: |

Authenticate

- Click on Options - Collector - Add
calgare 2005 2005 version 324

Collector name: [PacketShaper
Unit [primary =]
Enabled: v

Port: [2055

Murnber of hourly tables: |1 0

Number of daily tables: |10
R
Murmber of weekly tables: |2 Collector settings

Mumber of rmonthly tables: |2

Disable DoS protection: E(ngt recommended)
. _ - Information

Associated devices: : Collector PacketShaper created successtully ...
Forwarding list [ == don't forward == ~|

. O] [ unit | Name _[Port/Comment| Command |
Comment: I & nrimary PacketShaper 2055 Edit Restart

Delet
Save See

Leave the advanced options for the collector on default. After Save, you should get a new unit.

Finally, wait a couple of minutes and verify statistics, if you get netflow data delivered.

This is just the basic setup. There are a lot of tables, graphs and analysis possible. Some of them, are
added on the next few pages.
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Top source hosts per bute for collector PacketShaper
hourly table: 2005/12/12 19:00-20:00 step=imin
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Top destination hosts per packet for collector PacketShaper
hourly table: 2005/12/12 19:00-20:00 step=imin
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Top applications per bute for collector PacketShaper
hourly table: Z005/12/12 19:00-20:00 step=1min
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Top protocols per packet for collector PacketShaper
hourly table: 2005/12/12 19:00-20:00 step=imin
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Top hosts conwversations per byte for collector PacketShaper
hourly table: 2005712412 19:00-20:00 step=imin
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All graphs can also be shown as table.

Top applications per byte for collector PacketShaper

Time Application | Application | Application | udp/s3 Application Application udpi123 tep/53  |Application| icmpmo.o
WA FTP E-mail domain |Windows NetBIOS|Direct Connect ntp domain Gnutella | echo pong
] 1] 1] ] ] 1] ] 1] ]

Sun Dec 11 0
2005
MonDEE 12 g 1 (45.1%) (531_22'%2’; (0?31555 (0_52895}5 233K (0.11%)  78.9K (0.39%) 203K (0.1%) (0.063'% (3.02'35 29K (0.01%)
e e e 0 0 0 0 0 0 0 0 0 0
W) DEQCDEI‘; i i i i i i i i i i
fnubec 19 (ELU;%Q:; 15M (12.7%) ?(3261,'? (592953,5 116.7K (0.1%) o (04013';5 (DSD?S;?/S 0 8.9 (0.01%)
P Det 8 16.5M (97.69%) 27.6K (0.16%) 222K (1.32%) (0155% 35.4K (0.21%) 0 8.7K (0.05%) (0.085055 D (0_102?;‘,5
et DEQCD;; i i i i i i i i i i
sum total 127.4M 25.3M ™ 433.8K 175.3K 789K 70.1K 526K 40.5K 23.4K

A complete Feature List of Caligare could be found on their website

http://www.caligare.com/document/CFI_Brief.pdf
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