Enable Syslog

created by: Rainer

Syslog can be used in conjunction with the adaptive response and user events feature. For example,
when you register an event, you will be asked if you want to send events to Syslog; you can define
and register an event that sends a message to a Syslog server when retransmissions rise to 30
percent of your network activity.

Have a Syslog Server up and running. In this example I am using a personal Version of WEIRD-
SOLUTIONS, called Syslog Turbo

http://www.weird-solutions.com/product/index.html

You can download a trial version from their website.
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Just execute the downloaded EXE file and walk through the self explaining steps.

To set up logging, you need to:

1. Define one or more Syslog servers.
2. Enable the logging feature.

DISCLAIMER

This Technical Tip or TechNote is provided as information only. I cannot make any guarantee, either explicit or imy
each Vendor for further information or support.

Although I believe the information provided in this document to be accurate at the time of writing, I reserve the
and without notice. This technote has been created after studying the material and / or practical evaluation by
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Define the Syslog Server

T Syslog Turbo on localhost
File Edit Wew Tools Help

B rolRR oG W

Servers 5 §
= B localhost Wiew |AI\ meszages j Edit...
B Tiiggers | # | Message | Source Time | Tag | F | S ]j
:""DDatabase =12 Unable ta find tag delimiter "TET [Pariz] 5Y'Stw-4-LOG_WARN -login ... 192168.10.3 24 Feb 1410:3 def_tag 5 5
=1 CET [Paris] 5vSw-4-LOG_WARN -login failed 192168103 24 Feb 1410:31 def_tag 47
E10 Unable to find tag delimiter TET [Pariz] 5YSiw-4-LOG_WARN -login ... 192168.10.3 24 Feb 14:10:30 def_tag b: #h
=9 CET [Paris] 5v'S'w-4-LOG_WARN -login failed for 7 192168103 24 Feb 14:10:30 def_tag 4 7
s Last meszage repeated 1 times. 192168.10.3 24 Feb 14:10:30 [Spslog] 5 B
=7 Unable to find tag delimiter 'CET [Paris] SY5SW-4-LOG_WARM -login ... 192168.10.3 24 Feb 14:10:30 def_tag 5 5
&6 CET [Paris] 5'5'w-4-LOG_wWARN -login failed 192168.10.3 24 Feb 1410:30 def_tag 47
5 Unable to find tag delimiter 'CET [Parniz] SYSWwW-4-LOG_WARMN -login ... 192168.10.3 24 Feb 1410:29 def_tag 5 &
=4 CET [Paris] 5v'S'w-4-LOG_WARN -login failed for 7 192168103 24 Feb 14:10:29 def_tag 4 7
B3 Last message repeated 1 times. 192168.10.3 24 Feb 1410:29 [Syslog] 5 B
= 2 Unable to find tag delimiter 'CET [Pariz] SYSWwW-4-LOG_WARM -login ... 192168.10.3 24 Feb 14:10:29 def_tag E 5
CET [Paris] 5'5'w-4-LOG_wWARN -login failed 192.168.10.3 24 Feb 14:10:29 f 4 7 W
Swslog Turbo ed This product iz free far non-commercial, pe... 127.0.0.1 24 Feb 1 56 Jadl
Syzlog Turbo has started. This product iz free for non-commercial, personal use and is limited to servicing messages from 1 host only. Re-distribution of this software requires prior
wiitten permission from the copyright holders. Refer to the license file for details.

To define a Syslog server, use the setup syslog add command from the command-line interface as
described below. You can add up to four Syslog servers.

Connect to the PacketShaper via Console, Telnet or SSH.

At the CLI execute: setup syslog add host:<ipaddress> [output:<facility>, <level>]
[port:<portnum>] [datetime]

PacketShaper # setup syslog add host:192.168.10.234 output:4,3 datetime
PacketShaper # setup syslog show
Status: off
Max Rate: 0
Total Sent: O
Total Lost: O
Server Address Facility Level

192.168.10.234 auth, 4 debug, 7

PacketShaper # set syslog on

More information about Facility & Debug Codes can be found in the PacketGuide
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