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The purpose of this document is to provide you with some basic steps to install Scrutinizer Netflow collector
with the use of PacketShaper providing Netflow-5 Data.

Netflow is the name of an open (but proprietary) Cisco protocol for collecting IP traffic information. Devices
with netflow enabled generate netflow records, which are exported from the device in UDP packets and
collected using a netflow collector.

A network flow is defined as a unidirectional sequence of
packets between given source and destination endpoints.
Flow endpoints are identified both by IP address as well as
by transport layer application port numbers. The router will
only output a flow record when it determines that the flow

is finished - it does this by flow aging; when the router
sees new traffic for an existing flow it resets the aging
counter. The flow record contains a version number, a

sequence number, the IP address of the interface upon
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which the flow was observed, timestamps for the flow
start and finish time, the volume of traffic in the flow, and
its source & destination IP addresses and source and destination port numbers. By analyzing flow data, one
can build a picture of traffic flow and traffic volume in a network.

You can download the software from www.plixer.com . The installation is pretty straight forward and once
the PacketShaper is configured fo provide netflow-data. Scrutinizer will recognized the data and add it to

the list.

Start the executable file and Install Wizard will open

Scrutinizer NetFlow Analyzer - Installshield Wizard o ] 4

Preparing Setup

Fleaze wait while the InstallShield ‘Wizard prepares the setup.

Scrutinizer NetFlow Analyzer Setup iz preparing the Installs hield “wizand, which will guide you
thraugh the rest of the setup process. Pleaze wait.

|stallS hield

Cancel
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Scrutinizer NetFlow Analyzer - InstallShield Wizard 4| Wil scrutinizer NetFlow Analyzer - InstallShield Wizard x|
Choose Destination Location . Licenze Agreement .
Select okt et selup il ntal s plixer Ploass roa he lolowing censs sgesment caehuly plixer
International International

D Install S crutinizer NetFlow Analyzer to Pliver Intemational, Inc. ﬂ

CASCRUTINIZER Change... Products Software License Agreement
_I Irmportant-Read Carefully!

This End-User License Agreement ['EULA" iz a legal AGREEMENT between pou [as the
registered representative and on behalf of a single entity] ("LICEMSEE") and Plixer
Intemational, Inc. ["LICENSOR"] for the Plizer Products Software, which may include
associsted media, printed materials, and "online" or electronic documentation

["SOFTWARE PRODUCT"). By installing, copying, or othenwise uging the SOFTWARE
PRODUCT. you agree to be bound by the termns of this EULA. If you do not agree to the
Eermsrnll‘ H’H{S EII_ILA, do not install or use the SOFTWARE PRODUCT : return it immediately ﬂ

i+ | accept the terms of the license agreement: PErint

™ | do not accept the terms of the license agreement

IristallShisld IristallShisld

< Back Mext > | Cancel |

Scrutinizer NetFlow Analyzer - InstallShield Wizard

Scrutinizer NetFlow Analyzer - InstallShield Wizard x|
Setup Status

Scrutinizer - Optional Settings

p International p International
Sciutinizer MetFlow Analyzer is configuring pour new software installation. The following information can be used to customize your default SMMP read-only Commurity

String. License Key, and Web Server Port. These fields are optional and not required. Leave:
the license keyp blank for the Free Edition.

Instaling

C:ASCRUTINIZER htmlhindes: cai

SHMP  Jpublic

License I

Web Port |89891

InstallShield InstallShield

< Back I Next > I Cancel |

If you don't use default Web Port of 80 or SNMP community of public, in the Optional Settings, you can
change the values. Because T already have a Web Server running on Port 80, I've chosen 8989.

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed S crutinizer
NetFlow Analyzer. Click Finish to exit the wizard

@ File Copy Complete .. Executing Install Scripts
|

Larre

< Back

That's pretty much the installation itself.
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First time logon, will ask for a User Name and Password. Both are default admin

a Scrutinizer NetFlow Analyzer - Microsoft Internet Explorer

File Edit \Miews Favorites Tools Help |

§mEBack v =) - @ 4 | @Search [Fe] Favarites @Media 3 | I%- = @

Address [&] hitp://127.0.0.1:8989) x| @en ks »

= Scrutinizer NetFlow Analyzer - (Free Editon) - Licensed for 1 Router(s)

Welcome to Scrutinizer! Please use this form to log into Scrutinizer using your designated user name and password. If you
hawve any questions or issues, please reference the online help or contact your administrator,

Welcome

User Name:

Password:

™

NetFlow Analyzer

a

|@ Dane ’_ ’_ ’_ |O Internet

It will get you to the Settings page, where you can add an activation key.

When new netflows from the devices are detected, they are automatically added to this view.

[ Scrutinizer - Licensed for 1 Router{s) manaceNETFLOWS

Router | | Interface | | PortSpeed | |
T Rewer tnterface outbound | inbound | _upTime | Port speed |
1 cozumel.bermsel.home Upper_Inside |I| |I| zh 43m 39s 100.0 Mb
2 cozumel.bemsel.home Upper_Outside |I| |I| zh 43m 39s 100.0 Mb
3 cozumel.bernsel.home Inside |I| |I| zh 43m 395 100.0 Mb
4 cozumel.bernsel.home Qutside |I| |I| zh 43m 395 100.0 Mb

COZUMEL.BEMSEL.HOME is the DNS name of my PacketShaper and it is equipped with an additional LEM.
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But before you will see any of those flows, you have to configure the PacketShaper to deliver Netflow-5
Data.

Connect to PacketShaper, click on SETUP Tab and choose FLOW DETAIL RECORDS page. Netflow will send
packets by default on port 2055/UDP to the collector. In this example, Scrutinizer is installed on IP
192.168.10.82.

¥ cozumel: PacketShaper - Mozilla Firefox -0l x|
File Edit “ew Go Bookmarks Tools Help

(:ZI A E> - @ @ ||_| hittps ffcozumel. bemsel, home/main . hktm j @ et} I@,

’ Getting Started E,'. Latest Headlines

PacketShaper xpress®

?
top ten maonitor manage report feedback packetguide k

Unit: comumel Discovery: On Shaping: On Compression: Of

——— SETUP  j—

| »

Choose Setup Page: |f|0w detail records |
—— flow detail record settings |—
apply changes __. | rezet form |

Collector TP Port Record Type  Enabled
Collector 1 [192.168.10.52 [z055  [Ne®lows =] [on =] _clear | |
Colector 2 | i =] [of =] _clear |
Collctor 3 | — =] [of =] | clear |
Callector 4 | i =] [of =] _eear |

< |

| Cone

sl_h_

Wait a couple of minutes and see incoming packets

cozumel .bemsel .home: Top Applications
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A quick overview of applications

|| o mppications st 24 -m

Hhttp (TCP 800 5 Kh 623 Kb
#4http (TCP 80) Src 5 kb 623 Kb
# snmp (UDP 161} Dst 22 b 273 b
24 snmp (UDP 161) Sre 22 h 273 b
F4DNS (UDP 53) Sre b 267 b
24 DNS (UDP 53) Dst b 267 b
74 https (TCP 443) Dst ib 127 b
74 https (TCP 443) Sre ib 127 b
4 nethios-dgrn (UDP 138) Dst zh 104 b
24 nethios-dgrn (UDP 138) Sre zh 104 b

lllll-m

S [BE3¢@192.168.10.234 5 Kb 16b 623 Kb
B=[K|@|z07.234.147 42 4 Kb E21Kb 621Kb
B=3K@|192.168.10.82 626 b g2b 68 Kb
B=3¢@|63.123 .36 .80 282b  41Kh  41Kb
653D s3.123.36.59 249b  18Kb 18 Kb
B=X|@|192.168.10.234 141b 8h 12 Kb
B=[K|@|z07.234.147 42 0b  12Kb 1Z2kb
51340 209.249.116.139 64 b 2 Kh 7 Kb
B=[3¢@|198.133.219.25 57 b 8 Kb 8 Kb
B=[K@|192.165.10.82 36b  105b 2 Kh

€060 €0 €8 60 o0 o8 60 6l

An good feature in Scrutinizer is FLOGGING, telling you who has communicated with whom an on what
service.

Date Source Destination Application Biytes
11/30/05 19:00 192.163.10.233 - 2 TCP > https 2038
11/30/058 19:00 192.163.10.233 g z2 TZCP = https 2038
11/30/05 19:00 192.168.10.233 b 3 UDF > nethi 936
11/30/05 19:00 192.163.10.233 B 2 TCP > https 3464
11/30/058 19:00 192.163.10.233 [ z2 TZCP = https S48

I like this tool a lot. It was easy to install and less complicated to use. Just give it a try.
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