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The purpose of this document is to provide you with all necessary steps to install Entercept Server and Entercept
Console. I've used a 45 days evaluation copy to install the Entercept product. To install this evaluation software,
you must have Microsoft MSDE or Microsoft SQL Server installed.

Management Server Recommendation for Entercept 4.0 looks like this:

Standard Installation Configuration for less than 20 agents
. 1.5 Ghz Pentium IV or better . 800 Mhz Pentium Il or better
. 1 GB RAM ¢ 512 MB RAM
e 20 GB Hard Disk e 20 GB Hard Disk
e  Windows 2000 Server or Advanced Server SP2 or e  Windows 2000 Server or Advanced Server SP2 or
higher higher
e  SQL Server 2000 SP 2 or higher e  SQL Server 2000 SP 2 or higher
. Static IP Address . Static IP Address
. No other applications installed . No other applications installed
. TCP Ports 443 and 5005 available . TCP Ports 443 and 5005 available

Console Minimum Installation

1.5 Ghz Pentium IV or better

256 MB RAM

100 MB free Hard Disk

Windows 2000 Server or Advanced Server SP2 or
higher

Windows NT 4 Server or Workstation, SP 6a

e  Windows XP SP 1

To prepare your server, first install MSDE
To download MSDE 2000 go to Microsoft's Website:

http://www.asp.net/msde/default.aspx?tabindex=0&tabid=1

Double click on SQL2KdeskSP3.EXE — You will have to agree to License Agreement in order to continue the
installation

License Agreement II

MICROSOFT SGL SERVER 2000 DESKTOP ENGINE -
["MSDE™) SEAVICE PALCE, 3

SUPPLEMENTAL END USER LICEMSE
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You will be asked where to unpack installation files

x|

Please erber the lalder whete the files should be urpacked
W the foider doas nol esssl, pow will be proepled o create it

Instaflation Folder

e

Move to the folder, where all files have been unpacked. If you accepted default location, you will find the files at
c:\sql2ksp3\MSDE Double click on SETUP.EXE

Windows Installer will initialize. Please wait while Windows configures Microsoft SQL Server Desktop Engine. If you
were prompted regarding strong SA password, you can run setup by using a certain switch.

c:\sql2ksp3\MSDE\setup.exe BLANKSAPWD=1
run 2l

I | e S o
A shrong SA pazsword is requeed for secunly reason. Openc | CsgiZkepIMSDE sebup, eos BLANCSAPYWD=1 -
'ﬁ Please use SAPWD swich lo supply the same. Refer io | - J
isacme for more datals Setup vall now et
I ok I Cancel I Brovise. . I

The installation itself is an automatic process.

Hicrosolt SOL Server Deskitop Engine

[d] Please wail whils Windows conliguies Micrasalt SOL Serve
Desktop Engne

Tune: iemaing 20 seconds
EEEEEENENEEENNEENNNEEEEAR Cancel |

When all the installation scripts where done, you will be prompted to restart the server. Please allow the server to
restart

Microsoll SOL Server Desktbop Engine d

“You must restart your system for fhe conhigurahion
changes made io Microscl SOL Server Deskiop
Engire 1o take effect Chck Vet lo iethart row of No
it plan o mandally estat laba,
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Installing Entercept Server 4.0

Locate the File EnterceptServer.exe and double click in order to run the installation

;—&Entercept Management Server = InstallShield Wizard

Location to Save Files
Where would vou like to save your files?

Please enter the Folder where wou want these files saved, IF the folder does nok
exisk, it will be created for wou, To continue, click Mext,

Save files in Folder:

IIME 13 ADMINI~ 1\ LOCALS~ 1) Tempi\Entercept

IstallEhield

= Bach: Mext = Cancel

The installation files will be extracted and Setup Launcher will start. A couple of popup windows will occur. The
installation process will determine if SQL server is running on the system.

Entercept Management Server Setup

Welcome to the InstallShield Wizard for Entercept Management Server

oh your computer. To

Cancel

InstaliShield < Back ||
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In order to continue the installation you will have to accept the license agreement.

ENTERCEFT SECURITY TECHMOLDGIES, INC.
SOFTWARE LICENSE AGREEMENT

By chckng on the "1 AGREE™ BUTTON HMhSMuhﬂn IheEmoq:I
Securily Technologies webaie] o by nslaling he
EmMemdhEM!mE Eu?(’i nru'lE
ecurty Technalogies Channel Partner | 0L [THE "UICEN JAGR E'IIJBEM
B ALL THE TERMS AND CONDITIONS OF THIS SOFTWARE UEEN’SE AGREEMENT
[THE "AGREEMEMNT"). IF YDU DO NOT ACCEPT THESE TERMS AND CONDITIONS,
OU MUST PROMPTLY RETURN THE SOFTWARE TO ENTERCEPT SECURITY

TECHNOLOGIES WATHOUT USING IT, AND THE LICENSE FEE YDU PAID, F ANY. WILL
BE RETURMED TOY0OU.

SOFTWARE LICENSE AGREEMENT

DEFINITIONS, © Entercept Secutity Technalogies” means Enteicept Secutity Technologies,

Inc. ot 1740 Technology diive, SanJose, Ca 95131 Tlu "Softwae" utmtadu‘lmr
components “Congole™ poltware, "Agenl” softwans, 3 database of signahue altacks
"“Tiatabase’] and the 'TDiocumentation™ "'Scflvawe' mnuddhfwﬂdﬂ.ﬁgﬂi
Database and Documantation, and all updates, upgrades, new versions, new slesses, o

eiial comeclian thal Enlescapt Secusty Technologe: may olfe o the Licensee and thal :’

Irstall® T ok N pets | .1___.__.[:’“ :

Entercept Management Server Sebup
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Please choose the name of the SQL Server instance that will be used by the console. As | run a local MSDE 2000,
the installation has found a local instance of my SQL Server.

Entercept Management Server Sebup

1 Inztance Mame

Instal T [cpeck] | pews | | Coneal |

Communication between the Entercept Management Server and Consoles is encrypted for security reasons.
Consoles must use a Management Server's SSL certificate in order to securely exchange data with it. You have to
provide some information to create the certificate for this Management Server.

Certificate Details

Edit Data

Diganization Hetwaoik Assocales

Location Lirkerschisicshem

‘ [rstnl 1 cBack
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In case of a disaster, if a backup of keys does not exist, the only secure way of getting the system back to
operational mode is to reinstall the Management Server and manually distribute the new public keys to all deployed
Agents. Therefore, you will be asked to backup the keys, by choosing a destination folder

Entercept Management Server Sebup

Backup Keys

Irtar | x| — ¥ T } ‘

In this example I've used a local installation. However, if you plan to run a domain installation, you will be able to
retrieve domain user groups from the active directory services and PDCs.

Entercept Management Server Sebup

tup Typ

5 based on these de
Bydriar i & Local mstalabon

O Locsl Installation

B Doman Initalaton

Irecterd 16 | cpaek Mesds | | Cancal |
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Now you have all pre-selections done and the setup routine will start copying files and implementing a couple of
services including keys.

Entercept Management Server Sebup

ecloiy-
C:\Peogram Fes\Enlzacaptdih anagement Server

Backup Diecton:
C:\Progiam Files\E rlsscaptD ataBsckup

SOL Instance:
[local]

Instal T cpeek [ [pews] | | Coneal |

Entercept Management Server Sebup

InztallShield Wizard Complete

Salup has firehed l||-|1|ll!;|{rleln_'r'-_|tll Managesment i PO Campales

Irectanl [ Bach f |Fl'l‘lh i | Conesl I
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Installing Entercept Console

To install Entercept Console, double click on EnterceptConsole.EXE. You will be asked to locate a folder to store
the installation files. The InstallShield Setup Launcher will start.

A Entercept Console Chent - InstallShield Wizard EI

Location lo Save Files
Where would you ke to save your fles?

Plagse enter the Folder whare you wank thess Fles saved. IF the folder does not
eist, & will be crested for you. To continue, clhck Mext,

Save files in falder:

Entercept Console Setup

Welcome to the Inslall5hield Wizad for Entercepl Consobe

The bl sl Feeld® \a/izasd well nstal E niescept Conzole an your compules To continue, clck Mext
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To install to specified folder, click NEXT. Here you can change to a different folder, by clicking on Browse and
selecting another folder

[t = —— i .

The installation is quiet fast, as there are only a couple of files to be copied. Click on FINISH

Entercept Console Setup

InztallShickd Wizard Complete

Belup has firshed irataling

It
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Entering First Login User ID and Password
» Click Start — Programs — Entercept 4 — Entercept Console
= Username will be GlobalAdmin and the password will be GlobalAdmin (both case sensitive)

Management Server Login 5 EI

entercept

Please enter your login name amd passwornd

User Name: GinbalAdmin
Password: (.
Management Soree: v.

Next step would be the registration of a new management server. Click on EDIT

Management Server Registration 3 II

Hew Management Server Registration

Registered Management Servers

v e Ly

Click on Load Certificate and browse to the certificate location. On a standard installation it would be on:

C:\Program Files\Entercept4\Management Server\Certificates

,:,q
Lookin: | (] Cortiicates »| 1| (@] o] [BEE]
(R o
| £L my Computer -

[ 3% Froppy (A é
= Honeyped (C:) g
[ Program Files i
I Enterceptd :
] Management Serves
Ccentificates B
File Hame: [enterceptcr
Flles of Type: _ Cortficate e ¥
Open Cﬂ“‘
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Finally, you should get a successfully import of the server’s certificate
=
% Cerificate Imporied successiully
Perform a logon and change your password. You will be forced during first login process to do so.
x
Hame: Globaladmin
Current Passworcd:
Hew Password: [
Confirm: :
When login successfully, you will see as a first look the event monitor
£ Entercept Consobe I ] =10] x|
File Security Events View Preferences Reports  Help User @lobal Administrafor  Sarver: honeypot
Event Monitor 'E
entercept
v;, ‘J# = = ,ﬁ: W ?: 0 g
4 [P PN [ v | ¥ Recording Time| T Agent | T Signature Name | T Reato.] TFPro | T use] T
'
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